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D
iagnosis

ß
D

iagnosis estim
ates the

state of P
lant

ß
Partial observability: state
is hidden, only input and
output are visible

ß
G

oal: prevent faults
(deflated tire) from
becom

ing failures (car
crash) by detecting and
identifying them

 tim
ely

and appropriately

ß
H

ow
 can w

e verify that?

sensors

Diagnosis

Controller

input
com

m
ands

output
m

easurem
ents

state estim
.

Physical Device

state
actuators

Plant
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D
iagnosis M

odel

W
e assum

e that w
e have a m

odel of  the diagnosed system

ß
m

odels nom
inal and faulty behavior

ß
identifies hidden and observable parts

ß
w

e focus on discrete and finite m
odels

ß
Sam

e m
odel can be com

piled/interpreted in m
odel-based

diagnosis system

C
ase in point: L

ivingstone

ß
m

odel-based diagnosis system
 (N

A
SA

 A
m

es)

ß
generic engine interprets application-specific m

odel

ß
qualitative (discrete, finite) m

odel
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Elec: A
 Sam

ple M
odel

cm
dIn=off/on/noCom

m
and

display=zero/norm
al

light=off/on

dead
blow

n
short

i=0

i=high
v=low

display=zero

v=zero

v=norm
al

m
ode=off/on

v=zero/norm
al

i=zero/norm
al

V

breaker

bulb
m

eter
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Verification of
D

iagnosis system
s

V
erify w

hat?
1.

M
odel Correctness: the m

odel is O
K

i.e. the m
odel is a valid abstraction of the plant

2.
Engine Correctness: the softw

are is O
K

i.e. all that can be diagnosed is correctly diagnosed
3.

D
iagnosability: the design is O

K
i.e. all that needs to be diagnosed can be diagnosed

In principle, 1+2+3 => diagnosis w
ill be correct

H
ere w

e look at 3 only!



6
M

ochart 2002

D
iagnosability as R

eachability

D
iagnosis can alw

ays tell w
hen plant com

es to a bad state

iff
O

bservations alw
ays allow

 to tell w
hen plant is in bad state

iff
W

henever bad state is reached, no good state could have
been reached w

ith the sam
e observations

iff
T

here is no pair of executions, one reaching a bad state, the
other reaching a good state, w

ith identical observations

ß
... w

ithin a specific context

ß
variant: tell betw

een tw
o kinds of bad

obs

obs

good

bad
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Form
alization

    

†
 

T
ransition system

 x
u

/y
æ

 
Æ

 
æ

 
æ

 
¢ 

x , execution s
:x

0
w

æ
 Æ

 
æ

 
x

D
iagnosis function ˆ x =

ˆ D (ˆ x 0 ,w
)

C
orrect iff x

0
Œ

ˆ x 0 ,x
0

w
æ

 Æ
 

æ
 

x
 fi

 x
Œ

ˆ x 

Perfect diagnosis D
P

(ˆ x 0 ,w
)=

{x
|$x

0
Œ

ˆ x 0 .x
0

w
æ

 Æ
 

æ
 

x}

updates belief state according to observed trace

does not lose the actual state

trace w is visible, states x, x' are hidden

the best possible knowing the transition system

    

†
 

ˆ x 0
                                              ˆ x =

ˆ D (ˆ x 0 ,w
)

x
0

     x
1               w

                          x



8
M

ochart 2002

D
iagnosis C

ondition

D
iagnosis condition c

1 ^
c

2  in context C
=(S

C , q
C ):

ß
D

istinguish betw
een tw

o state conditions c
1 (x), c

2 (x)
ß

... assum
ing executions in S

C

ß
... and initially indistinguishable states x q

C  x' (equiv.)

Fault detection:   fault^
ÿ

fault

Fault diagnosis:   fault1 ^
fault2

E
xam

ple:

ß
 D

istinguish betw
een current and no current

ß
... assum

ing single faults

ß
... and know

n initial breaker state
V
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Form
alization (cont'd)

    

†
 

ˆ x |=
c1 ^

c
2   iff  ˆ x «

c1
=

∅
⁄

ˆ x «
c

2
=

∅

ˆ x 0
|=

q
C

  iff  ˆ x 0
¥

ˆ x 0
Õ

q
C

(ˆ x 0 ,w
)|=

(S
C

,q
C

)  iff  ˆ x 0
|=

q
C

Ÿ
$s

:x
0

w
æ

 Æ
 

æ
 

x.x
0

Œ
ˆ x 0

Ÿ
s

Œ
S

ˆ D ,(S
C

,q
C

)|=
c1 ^

c
2   iff   (ˆ x 0 ,w

)|=
(S

C
,q

C
)fi

ˆ D (ˆ x 0 ,w
)|=

c1 ^
c

2

c
1c
2

q
C

S
C

    

†
 

ˆ x 0
    

†
 

ˆ x =
ˆ D (ˆ x 0 ,w

)

no am
biguity between c1  and c2

initial belief com
patible with equivalence q

C

idem
. and trace com

patible with som
e execution in S

C  

 for all initial beliefs and executions within context, no am
biguity 

w
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C
ritical Pairs

C
ounter-exam

ple of a condition c
1 ^

c
2 in context (S

C , q
C ):

a pair of executions  s
1 |s

2  : x
01 |x

02  –w
–> x

1 |x
2  w

ith the
sam

e observable trace w
, such that

ß
c

1 (x
1 ) and c

2 (x
2 ), and

ß
... s

1 , s
2  Œ

 S
C , and

ß
... x

01  q
C

 x
02

w
c

1c
2

w

x
1x
2

x
01

x
02

q
C

S
C

c
1 ^

c
2  diagnosable in (S

C , q
C )  iff  no critical pairs
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C
oupled Tw

in M
odel

ß
C

oupled tw
in plant P

2 = tw
o copies of the plant P

w
ith m

erged inputs and outputs

w
c

1

c
2

w

x
1x
2

x
01

x
02 q

C
S

C

c
1 ^

c
2  diagnosable in (S

C , q
C )

iff
c

1 ¥c
2  not reachable from

 q
C  through S

C ¥S
C  in P

2

=

S
C
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M
odel C

hecking of
D

iagnosability

ß
C

oupled T
w

in Plant P
2 as K

ripke Structure K
P

–
turn inputs/outputs into state variables

–
state vector ·v

x1 ,v
x2 ,v

u ,v
y Ò

–
c

1 , c
2  as propositional form

ulae c
1 (v

x1 ), c
2 (v

x2 )
–

q
C  as propositional form

ula/constraint q
C (v

x1 ,v
x2 )

–
S

C  as tem
poral form

ulae/constraints S
C (v

x1 ,v
u ,v

y ), S
C (v

x2 ,v
u ,v

y )

c
1 ^

c
2  diagnosable in (S

C , q
C )

iff
K

P ⊕
S

C (v
x1 ,v

u ,v
y )⊕

S
C (v

x2 ,v
u ,v

y ), q
C (v

x1 ,v
x2 ) |= ÿ

E
F

 c
1 (v

x1 )Ÿ
c

2 (v
x2 )

iff (if S
C  expressible in L

T
L

)

K
P  |= q

C (v
x1 ,v

x2 )Ÿ
S

C (v
x1 ,v

u ,v
y )Ÿ

S
C (v

x2 ,v
u ,v

y ) fi
 ÿ

F
 c

1 (v
x1 )Ÿ

c
2 (v

x2 )

error in paper
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M
odel C

hecking Exam
ple

(single m
odel)

In SM
V

 (C
arnegie M

ellon), verified using N
uSM

V
 (IR

ST
)

M
O

DULE bulb
VAR light : {on,off};  VAR i : {zero,norm

al,high}; ...
VAR m

ode : {ok,blown,short};
DEFINE _broken := m

ode in {blown, short};
TRANS ...
INVAR ...

M
O

DULE breaker ...
M

O
DULE m

eter ...

M
O

DULE elec ... -- single m
odel

VAR m
eter : m

eter; VAR bulb : bulb; VAR breaker : breaker;
DEFINE _brokenCount := m

eter._broken + bulb._broken + breaker._broken;

V
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M
odel C

hecking Exam
ple

(tw
in m

odel and spec)
M

O
DULE m

ain  -- twin m
odel

VAR L : elec; -- "left" copy
VAR R : elec; -- "right" copy
-- coupled inputs and outputs
DEFINE sam

e_com
m

ands := L.cm
dIn = R.cm

dIn;
DEFINE sam

e_obs := L.light = R.light & L.display = R.display;
DEFINE sam

e_diagnosis := sam
e_com

m
ands & sam

e_obs;
-- initial context: known m

odes
DEFINE sam

e_m
odes := L.breaker.m

ode = R.breaker.m
ode &

        L.bulb.m
ode = R.bulb.m

ode & L.m
eter.m

ode = R.m
eter.m

ode;
-- trace context: no initial fault, single faults
DEFINE unbroken := !L._brokenCount & !R._brokenCount;
DEFINE single_faults := !L._brokenCount > 1 & !R._brokenCount > 1;
-- diagnosis condition: is there high current in the bulb?
DEFINE dontknow_high_i := L.bulb.i=high & !R.bulb.i=high;
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M
odel C

hecking Exam
ple

(specifications)

ß
Starting form

 know
n initial non-faulty state,

tell w
hether there is high current in the bulb

–
false: if m

eter and bulb both fail...

ß
Idem

 w
ith single faults

–
true

SPEC (sam
e_m

odes & unbroken) -> 
        !E[sam

e_diagnosis U
                sam

e_diagnosis & dontknow_high_i]

SPEC (sam
e_m

odes & unbroken) -> 
        !E[sam

e_diagnosis & single_failures U
                sam

e_diagnosis & single_failures & dontknow_high_i]

V
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M
odel C

hecking Exam
ple

(specifications cont'd)

ß
Idem

 rem
em

bering only the last tw
o observations

–
false: "forgets" the state of the circuit breaker

ß
N

ote: initial and trace contexts could be hardw
ired into the

m
odel

–
reduces the num

ber of variables =
>

 im
proved perform

ance

–
loses som

e flexibility w
.r.t. properties that can be checked

SPEC (sam
e_m

odes & unbroken) -> 
        !E[single_failures U
                sam

e_diagnosis & single_failures & EX (
                sam

e_diagnosis & single_failures & EX (
                sam

e_diagnosis & single_failures & dontknow_high_i))]
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Tools

ß
N

uSM
V

 (IR
ST

): sym
bolic m

odel checker
–

re-engineering of SM
V

 (C
arnegie M

ellon)

–
supports both B

D
D

 and SA
T

–
m

odular, docum
ented, extensible, open-source

ß
JM

P
L

2SM
V

 (N
A

SA
 A

m
es): translates L

ivingstone to SM
V

–
enables diagnosability verification on L

ivingstone m
odels

–
portable (Java)

ß
V

ariable E
lim

ination (B
w

olen Y
ang [C

A
V

99]):
–

elim
inates m

odel variables by turning them
 into m

acros

–
im

plem
ented as custom

ized (C
arnegie M

ellon) SM
V

–
port to N

uSM
V

 under consideration
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Experim
ental R

esults
ß

(Still) only early, sm
all experim

ents in verification of
diagnosability
–

T
oy exam

ples above processed in negligible tim
e

ß
V

erification of other properties on larger livingstone
m

odels:
–

check internal consistency, correctness w
.r.t. real system

–
w

eakly coupled m
odels Æ

 huge but shallow
 state spaces

(e.g. 10
50 states but only 3 steps deep)

–
SM

V
 (and N

uSM
V

) chokes

–
Y

ang's variable elim
ination saves the day!

ß
L

essons learned: sym
bolic m

odel checking (w
ith variable

elim
ination) is a m

ust, SA
T

-based has great potential
(because of shallow

 depth)
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Perspectives

ß
L

arger experim
ents

–
See lim

its of scalability

–
C

om
pare B

D
D

 vs. SA
T

–
See how

 useful the results are in practice

–
L

arge-scale L
ivingstone m

odels readily available
E

x: X
-34 spacecraft fuel feeding subsystem

 (800+
 variables)

ß
E

xtend/refine/adjust m
odel and specification patterns

–
according to feedback from

 real applications

ß
Integrated support in L

ivingstone toolset
–

first step: generate tw
in m

odels in translator

C
losely related to K

-C
TL (cf A

. C
im

atti's talk yesterday)


